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This book combines game theory and complex networks to examine intentional
technological risk through modeling. As information security risks are in constant
evolution,  the methodologies and tools to manage them must evolve to an ever-
changing environment. A formal global methodology is explained  in this book, which is
able to analyze risks in cyber security based on complex network models and ideas
extracted from the Nash equilibrium. A risk management methodology for IT critical
infrastructures is introduced which provides guidance and analysis on decision making
models and real situations. This model manages the risk of succumbing to a digital attack
and assesses an attack from the following three variables: income obtained, expense
needed to carry out an attack, and the potential consequences for an attack. Graduate
students and researchers interested in cyber security, complex network applications and
intentional risk will find this book useful as it is filled with a number ofmodels,
methodologies and innovative examples. 53,49 €

49,99 € (zzgl. MwSt.)

Lieferfrist: bis zu 10 Tage

Artikelnummer: 9783319264219
Medium: Buch
ISBN: 978-3-319-26421-9
Verlag: Springer International
Publishing
Erscheinungstermin: 21.12.2015
Sprache(n): Englisch
Auflage: 1. Auflage 2015
Serie: SpringerBriefs in Optimization
Produktform: Kartoniert
Gewicht: 2292 g
Seiten: 126
Format (B x H): 155 x 235 mm

Kundenservice Fachmedien Otto Schmidt
Neumannstraße 10, 40235 Düsseldorf | kundenservice@fachmedien.de | 0800 000-1637 (Inland)

01.08.2024 | 06:21 Uhr

mailto:kundenservice@fachmedien.de

